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2023 Ransomware Attack Against Healthcare System



Working with CISA: Voluntary & No-Cost Cybersecurity Offerings
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• Assessments & Evaluations
• Cybersecurity Performance Goals
• Ransomware Readiness Assessment
• Cyber Resilience Reviews
• Vulnerability Scanning & Web Application Scanning
• Risk and Vulnerability Assessments (aka “Pen” Tests)
• External Dependencies Management Reviews
• Cyber Security Evaluation Tool (CSET™)
• Validated Architecture Design Review (VADR)

• Preparedness Activities
• Cybersecurity Alerts & Advisories
• Information / Threat Indicator Sharing
• Cybersecurity Training and Awareness
• Cyber, Physical, Convergence Tabletop Exercises and “Playbooks”
• National Cyber Awareness System
• Vulnerability Notes Database
• Information Products and Recommended Practices
• Workshops (Cyber Resilience, Cyber Incident Management, Election 

Security, etc.)

• Partnership Development
• Informational Exchanges
• Working Group Support
• Joint Cyber Defense Collaborative (JCDC)

• Strategic Messaging & Advisement
• Resource Briefings
• Keynotes and Panels
• Threat Briefings
• Topic Specifics (e.g., CAM, SCRM, ICS, etc.)

• Incident Response Assistance
• Remote / On-Site Assistance
• Malware Next-Generation Analysis
• Hunt and Incident Response Teams
• Incident Coordination
• Targeted (Victim) Notifications

Reference: https://www.cisa.gov/cyber‐resource‐hub



Healthcare and Public Health Sector Preparedness Resources
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 Healthcare and Public Health Toolkit (https://www.cisa.gov/topics/cybersecurity-best-practices/healthcare)

 HHS Administration for Strategic Preparedness and Response (ASPR) Technical Resources, Assistance Center & Information Exchange (TRACIE) Resources 

o Technical Resources Page (https://asprtracie.hhs.gov/technical-resources)

o Healthcare System Cybersecurity: Readiness and Response Considerations (https://files.asprtracie.hhs.gov/documents/aspr-tracie-healthcare-
system-cybersercurity-readiness-response.pdf)

o Healthcare System Cybersecurity Response: Experiences and Considerations Webinar (https://files.asprtracie.hhs.gov/documents/cybersecurity-
response-experiences-and-considerations-webinar-final.pdf)

 Critical Infrastructure Protection (CIP) Cybersecurity Weekly Bulletin Signup (https://www.phe.gov/Preparedness/planning/cip/Pages/CIPInquiry.aspx) 
(contact: CIP@hhs.gov)

 HHS Health Sector Cybersecurity Coordination Center (HC3) (https://www.hhs.gov/about/agencies/asa/ocio/hc3/index.html) (contact: HC3@hhs.gov)

 HHS 405(d): Aligning Healthcare Security Approaches (https://405d.hhs.gov/information) (contact: Cisa405d@hhs.gov) 

 HPH Cybersecurity Framework Implementation Guide (https://aspr.hhs.gov/cip/hph-cybersecurity-framework-implementation-guide/Pages/default.aspx)

 Healthcare Sector Coordinating Council (HSCC) Recommended Cybersecurity Practices (https://healthsectorcouncil.org/hscc-publications/)

 Ransomware: 

o CISA Stop Ransomware Website: HPH Sector (https://www.cisa.gov/stopransomware/healthcare-and-public-health-sector)

o CISA Stop Ransomware Guide (https://www.cisa.gov/resources-tools/resources/stopransomware-guide)

o Protecting Against Ransomware (https://www.cisa.gov/news-events/news/protecting-against-ransomware)



CISA Campaigns
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Reference: https://www.cisa.gov/spotlight

Shields Up
As the nation’s cyber defense agency, CISA stands ready to help organizations prepare for, respond to, and 
mitigate the impact of cyberattacks.  Visit https://www.cisa.gov/shields‐up to learn more.

Shields Ready
As the National Coordinator for critical infrastructure security and resilience, CISA stands ready to help America 
prepare for and adapt to changing risk conditions and withstand and recover rapidly from potential disruptions, 
regardless of cause. Visit https://www.cisa.gov/shields‐ready to learn more.

Artificial Intelligence
As the nation’s cyber defense agency and the national coordinator for critical infrastructure security and 
resilience, CISA will play a key role in addressing and managing risks at the nexus of AI, cybersecurity, and critical 
infrastructure. Visit https://www.cisa.gov/ai to learn more.



Tabletop Exercise Tips

Think 
out 
loud

Support 
each 
other

Have 
fun!

Apply 
Lessons



Chris Ramos
Cybersecurity State Coordinator
Email: Christoper.Ramos@cisa.dhs.gov
Phone: (202) 316‐6440

Report Cyber Issues 24/7
Email: central@cisa.dhs.gov
Phone: (888) 282‐0870
Website: https://www.cisa.gov/




